Snmp-Sensors for X-Monitors
(SnmpEyes - SnmpGold - SnmpOrion - SnmpPrtg)
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1. Overview

With the help of the Snmp-Sensors you are ablet@dot of Snmp-Devices and direct them
to the Network Monitor PRTG from PAESSLER. Therefoo intervention to the Snmp-
System is required. The access to the Snmp-Syssetiosie via the TCP/IP and requires no
intervention within the Snmp. For the access toShmp-Device only the IP-Address
Community-Name is required.

Prerequisites
For the usage of Snmp-Sensors you need:

- The sensors are to put into the\ExeXml’-directory for PRTG

- For working the sensors you have to create alproir accessing Snmp. You can
create it with the tool “Snmp Profiler.Exe” whichpart of the installation.

Supported Systems

All of then Snmp-Devices are supported.



The Working

For accessing a Snmp-System a profile with thermédions about the accessing-data like IP-
Address and the Community-Name is needed. Thigl@isfgenerated via the toabpmp
Profiler.Exe"” which is part of the installation. The profilessored into the Xml-Directory of
PRTG. With the Profiler you can directly contact Bnmp and view the informations.
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First, the sensor reads out the profile and opemaection to Snmp via TCP/IP. With the
knowledge of IP-Adresss and the Community-Name 8rmp-Devices could be accessed.
Then the required function is processed within Siamg the resulting is transferred back to
the sensor. The sensor formats it and dividesantmformation-line and channels. This data
are transferred then to PRTG.

Within the PRTG-System the delivered informatiore @ollected and prepared for analysis.
They could be shown graphically and used for geimgya mail or SMS to notify an
administrator.



2. The Snmp-Profiler

For the usage of sensors there is the definiticm mofile required. You could create a profile
via the ‘Snmp Profiler.Exe” and put in the necessary informations for coningaio Snmp.
Additionally you are able to view the resulting &ef you define it within PRTG.

Definition Access for Snmp

For accessing a Snmp-Device you need a profile.nEissesary informations are entered via
the Profiler. The profile itself will be stored ihe PRTG-Directory ,,...\ExeXml“.

- 5
Snmp-Profiler for Paessler's PRTG..
-
. Srvdalias 127.0.0.0 £ APCWOT " Basics
% User/Cl: 4 Wwindows (" State's
APCWOF  Siddsdlp: 00/ 1P=127.001 " User's,
[NOO)  Descript: ‘windows 7 O Systm|

Haost: 1127.0.01 Alias: |.-'1'-.F'E"-.-'-.-"EI? Shmp-Configuration..,
Uszer.: | Paszz | ]ﬁ H{Windaws -

SHdr: |Hardware: Intel6d Family & Model 58 St Objld: workstation

Diesc: 1Windnws 7 Com: |public

® v f
Save Fing [nfo Check o Trace

Shows the Profile-Details. -~ [Eam

The name of the profile is to be used by definitomew sensor within PRTG. The Profile-
Name has to be the first parameter at the PRTGeBens

For verify tha access the following functions anported:
- .Ping*:  Ping the Snmp (Function of the operating sysiennsed)

- .Info“:  Reading the general informations about the S®ygtem
- »,Check’: Verify the hardware (Snmp-Model, and so on)



With the following steps you are able to defineesvrprofile.

i . m M ",
Step 1: The access to the Snmp is checked by étigoch "'Ping":
r B
Snmp-Profiler for Paessler's PRTG...
: Srvdtlias: 127.0.0.1 £ APCWOF " Basics
%} User/Clk:  /'wWindows {7 State's
APCwO?  Siddsdp: A00/1P=127.0.01 " User's |
[.HO0) Dezcript.; Windows 7 (& Sl,lst'hﬁ"
Details Firg wird ausgefiibrt fir 127.0.0.1 mit 32 Bytes Daten: -
Antwort von 127.0.0.1: Butes=32 Zeit<1msz TTL=128
el Fing-Statigtik, fiir 127.0.0.1:
_ Pakete: Gesendet = 1, Empfangen = 1, Werloren = 0
[0% Verlust),
Rir/IP Ca. Zeitangaben in Millizek.:
| =y Minimurn = Oms, b aximum = Oms, Mittelwert = Oms
*
05/Dbs |p‘._§ Fing was successfully...
I - .
Gl . Creals Dar.lc—.,- Info Check / Trace
Back  ©Copyright 201118 IEAN Software GrbH, A1l Rights sserved, Ver 41
. 1 n n H H . .
Step 2: With the "Info" connection informationsead from the Snmp-System:
N
Snmp-Profiler for Paessler's PRTG...
: Sreddilias: 127.0.00 # APCWOT 4
%} Uzer/Cl: /A Windows £
APCwO?  Siddsdp: /00/1IP=127.00 £3
[.NOO) Dezcript.: Windows 7 g
: Hardware: Intel64 Family B Model 58 Stepping 3 ATA »
warkstation
&__- * System-Date.. .08,
Rir/IF * System-Time....; 09:13:20
1 “iorkgroup. WORKGROUP
*
05/Dbs | 3 Snmp Info waz successfully...
iy Creata Fi Dane Chack -Tgce
L _ T e, . e
Back  ©Copyriaht 201116 IE0N Software GrbH, All Rights 1eetrved Ver 41
! —
. 1 n n H 1 . .
Step 3: With the "Check"-Function general inforimatabout the Snmp are read:

-

Snmp-Profiler for Paessler's PRTG...

i

Back

*CPU-Load.......: 3%
*Logged Users...: 2
* Process(es) 182
P | *Memow-Size.....: 167756
é" * System-Check. . Successfully
05/Dbs | 3, Snmp Check was successfully...

. M Software GrabH, All Rights reeereed, Ver 41 @m0

" Srv/alias: 127.0.0.7 £ APCWOT
%} Usger/Cl: A 'wWindows
APCWO7  SiddsAp: /00/1P=127.001
[.HO0) [rescript.; \Windows 7

*SysServices...... 76 -
*Interfaces..

Creats Pin

-~
It Dare > Ttace
SCapyright 20171-16




After the creation of the profile you can use thesors, for example the basis-functions:

Snmp-Profiler for Paessler's PRTG..._

- 7 Sreftilias 127.00.1 4 APCWO? (* Basics
iles % User/Cl: /A 'Windows { State's
APCwOF  Siddsdps A00/IP=127.0001 " User's

[.HOO) Descript: Windows 7 3 Sl,lst'iﬁ'=

[ etailz = Shmp Syzlnfo Infarmations of Snmp-Device. .. Avallable #

System-Check of Snmp-Device..

gb ! _-'f‘JSnmp SysEntries  Spstem-Entries of Snmp-Device... |4
=T E‘g Snmp Interfaces  Infos about the Interfacels)... Available

: Snmp Interface Infoz about specific Interface.. Available
{I Eg Snmp IFaceFld:  Infos about Interface-Fields... Available —

0S/Dbs |52 Snmp SpsCheck ][,.APEWD?.PDD | Mo Paramsters avalable) ~ |

>
Exec Shiw Info Check: - Trace
@Copynghtéfﬂ'f'l B IE0H Software GrobH. Al thhts _r-ssér\-'ed,.;\;"er.d..‘l- 5]

With the "Exec"-Button you release the access:

i B

Snmp-Profiler for Paessler's PRTG...

: Srydbliaz 127.001 /F&4PCwWO7 * Basics
%ﬁ} Uszer/Clt: 4 Windaws (" Slate's
APCWOF  Siddsdp: 400/ 1P=127.001 £ User's |
[.MOO) Descript,; Windows 7 " Systm
Details ] Windows 7. Spstem Check / Check for State =
|
.."‘_-!-’ Chn.01: SysServices 7B # =
B Chn02 Interfaces 34 1 E|
| PREAP | B Chn03 CPULoad 3z =
J % Chn.04: Logged Users 2 # -

05/Dhs

:ép Snmp SysCheck iAF'CWD?.F'DD LJ ] [Mo Parameters avallable]_-J

. - . i
Done Apply Chart Mot /-Trace

Bac:k. ©COR5Jnght2m“f1 B ICON Software GmbH Al ﬁigh-ts _r-ssérved,.;\;"er.él..‘l- [zan]

With the "Apply"-Button you get the needed inforimathere for PRTG:

~
Snmp-Profiler for Paessler's PRTG...

: Srvdbliaz 127.0.01 /APCWO7 * Basics:
% User/Clt: /A 'Windows (" State's
APCwWO7  Siddsdp: 400/ 1P=127.001 . User's §
[.MOO) Dezeript: Windows 7 {: Svst'i-h'=
] Sensor-Definition within PRTG, User-Defined Sensor, Exec/Scripts... >
'ﬂ Senso System-Check of Snmp-Device... within  PRTG
‘ﬂ Exec.. : "Snmp SysCheck. Exe" within PRTG
ﬁ Paramfz]... APCWwO7.POO within - PRTG
ﬁ Mutex....... SnmPrig [Recommendead] within - PRTG

05/Dbs

:éls Snmp SysCheck iAPC\:\u"D?.PDD LJ ] [Mo Parameters avallable]_-J

Dohe Appl Chart bmnit > Trace

éﬁopyr'i'ght:éﬁﬁ-ﬁ B ICON Software GrrbH. Al ﬁigh-ts _r-ss'ewed,.i;ferﬁ."l- [Fam IJ
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Interactive Testing

By using the ,Snmp Profiler* you have the possthitp test the sensors interactively before
implementing them to PRTG. There are following es1g

Basics Functions from the BASICS
States Functions for the range STATE
Drive's Functions about the drives
System Reading System-Informations
User's User-Defined functions
Walking Reading System-Informations

You are able to find a lot of informations from tBamp-Device. For example the selektion of
Entries of type "IPStates" with the Walking-Funatio

ra

Snmp-Profiler for Paessler's PRTG...
i Smefdliaz 127007 / SnmpTest " Bazics
% Ilzer/Clt: Baurnann / Windows (" State's
SnmpTest  Siddlsdp: /007 1P=127.0.0.1 (+ Dirive's
'q:l[ [.HO0] Cezenpt.: Local System ™ Syst'm
Bistails | Local System: Walking /W alk <ip> about |pStates =
# Chr0l: Forwarding 2 # =
# Chn 02 DefaultTTL 128 #
# Chn02  InReceives 25RE &
il # Chn04: InHdEmors 0 # -
Ei
05/Dbs | " Snmp Walking I ShmpTest MO0 l] |Walk=|p5tates Ll
Done Apply Chart Senaur/ Trace
IE.?'I.:cul:u_l,lright.i’:[i;l;l 85 lﬁ:fﬁ-éﬁftware Gmbl—i, Al Ii!ights raﬁwed;‘.\-’er 42 @




3. The Snmp-Ranges

The range Basics shows the general functions:

-
Snmp-Profiler for Paessler's PRTG...
i Smefdliaz 127007 / SnmpTest * Hazics
%’ zer/Clt:  Baumann ¢ Windows {7 State's
ShmpT est SidfledAp: 00 { DriVE_IEr
[.MOO) Descript.; - Local System " Syst'm |
'él Snmp Syzlnfo |nfarmations of Snmp-0evice. .. Available -
E_EI* Shmp SuzCheck  System-Check of Snmp-Device... Available = :
_-'le Snmp SyzEntiez Svztem-Entries of Snmp-Device... dvailable —
E§ Snmp Interfaces  Infos about the Interface(s]... Arwailable
'!_:E Snmp Interface |nfoz about zpecific [nterface... Available
Eg Shmp IFaceFld:  Infos about Interface-Fields... Available
|§ < Crmd... » l ] _J
— - 'f_
ExaE Showe Info Check / Traca
éiinnyfiﬁht:éﬂﬁ:f-i E’ﬁ?@}ﬁgﬂﬂware GmI:IH Al ﬁigh.ts _r-as‘éwed,.‘.n:’er.d.-é [Eam
e

The range States lists the overviews:

-
Snmp-Profiler for Paessler's PRTG... . .
i Smefdliaz 127007 / SnmpTest (" Basics
%’ Ilzer/Clt: Baurnann / Windows {* State's
ShmpT est SidfledAp: 00 { DriVE_IEr
[.MOO) Descript.; - Local System " Syst'm |
éﬁj Snmp lcmpStates  |nfos about the lcmp-Group... Available -
[E Snhmp |pStates |nfoz abaout the Ip-Group... Available | I
:&. Snmp Snmpstates  Infos about the Snmp-Group... Awailable §_|
B /IP Bﬂ' Snmp TopStates  Infos about the TCP-Group... Arwailable
; '!_:E Snmp TopParts Infos about the TCP-Port[z]... Available
| % EH Snmp UdpStates  |nfog about the UDP-Group... Available =
| 05/Dbs  |E < Crd...> ] ] =]
[l e} ! - f_
l % ExaE Showe Info Check / Traca
. éiinnyfiﬁht:éﬂﬁ:f-i E’ﬁ?@}ﬁgﬂﬂware GmI:IH Al ﬁigh.ts _r-as‘éwed,.‘.n:’er.d.-é [Eam
!




The range Drive's" shows infos about the drives:

r =
Snmp-Profiler for Paessler's PRTG... —
i Smefdliaz 127007 / SnmpTest " Bazics
%’ zer/Clt:  Baumann ¢ Windows {7 State's
ShmpT est SidfledAp: 00 i+ Dri\-‘e'a
[.HO0] Cezenpt.:  Local System ™ Syst'm
Detailz {‘:j Snmp Devices |nfoz about the Device(z).. Available -
&3 Srmp Storages |nfoz about the Starage(z)... Available |
&3 Snmp Storage Irnfos about the Starage. . Available |~
Bt/IP @2 Snmp StorFlds Irfos for Storage-Fields... Avallable
; &2 Snmp HimlFlds Infoz for Himl-Fields... Avvailable
05/Dbs  |ER < Cmd... > ] ] =]
= E -
| . ExaE Showe Info Check / Traca
'-E.ﬁ"iinnyr-ight:éﬂ;l:f-i i.ﬁ.‘-‘rﬁaﬁfﬁyﬁfm.ﬂré GmI:IH Al ﬁigh.ts _ras‘éwed,.‘.»:’er.d.-é [Emm

The range Syst'm" is for viewing system informations:

-
Snmp-Profiler for Paessler's PRTG...
i Smefdliaz 127007 / SnmpTest " Bazics
%’ zer/Clt:  Baumann ¢ Windows {7 State's
ShmpT est SidfledAp: 00 { DriVE_IEr
[MO0]  Descript; Local System * Syst'm |
fﬂ Snmp Account:  Available System-Acoounts.. Available -
.a.s Snmp Processze: Bunning Svstem-Processes. Available |= i
& Snmp PriQlueues  State of Printer-Queues. .. dvailable ||
? Snmp Services Available System-Services... Arwailable
ﬂ Snmp Software |nztalled System-Saoftveare... Available
i % ShmpWrkStatn  Infos about the Workstation,.. Available
05/Dbs  |ER < Cmd... > ] ] =]
= E -
ExaE Showe Info Check / Traca
'-E.ﬁ"iinnyr-ight:éﬂ;l:f-i i.ﬁ.‘-‘rﬁaﬁfﬁyﬁfm.ﬂré Gml:uH Al ﬁigh.ts _ras‘éwed,.‘.»:’er.d_-é [Eam
e
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Additionally by the rangeUser's' some user defined MIB's are shown :

-
Snmp-Profiler for Paessler's PRTG...
i Sreddliaz 192168178220 /W agoBd] " Basics
% Ueer/Clt:  /'wago " State's
Wwagosdl  Siddsdp: /00 IP=132168.178.220 (o User's
.“.'[ [MNOO]  Descript; ‘wago 841 ™ Syst'm
3{.’ Snmp UsersMib Wago Y50-8341 Company Group Available -
_=-j:,_iSnmp zersMib  wWago 750-847 Product Group Swailable ||
5_-,"_' Snmp UzersMib W ago 750-841 Yersions Group Awailable
L{J Snmp UzersMib “Wago 720-841 Real-Time Clock ... Awailable
_;:TJ Snmp Uzerstib “Wago Y50-841 Ethernet Group Available
i fJ Snmp Uzerstib “Wago Y80-841 Actual Emor Group Available - =
05/Dbs  |ER < Cmd... > | ] =]
— - 'f
Exac Showe Info Check / Traca
'E.?'Ijunyr-ight.:i:m;l E Eﬂfﬁﬁgﬁﬂware GmI:IH Al Ii!ights _raﬁwed,.‘.»:’er 47 [

By the rangeWalking" you are able to select special informations ftbedevice:

'l N
Snmp-Profiler for Paessler's PRTG.. _——
i Sredtilias: 192168.178.220 /W agodd] {* Basics
% Ueer/Clt:  /'wago " State's
Wwagosdl  Siddsdp: /00 IP=132168.178.220 ™~ User's |
.“.'[ [MNOO]  Descript; ‘wago 841 " Sypst'mi
g1 SnmplFaceFlds  Infos about Interface-Fields. .. Available - =
dﬂ Snmp Y alking W alking through Snmp by MIB Available
H # Srimp wWalking Wwalking through the Snmp-Data Available |- I
“# Snmp walking Wwalking through Snmp by Faw Svailable |
i Jﬂ Snmp W alking W alking through Snmp by Scan Syailable =
|3 < Cmd... » | ] _J
1 — - 'f_
N “"'-:*..--'" ExeE Shu.:u.prz Info Check > Trace
| Back  ©Copyright 20011-161CON Software GrbH, All Rights reeerved, Ver 4.2 [
e

The result of every of the sensors could be shoprbegsing the "Exec"-Button. This is is
done before the sensor is planned within the PRTG.
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4. Monitoring with SnmpEyes

Beside the Monitoring-Systems like PRTG, Orion WdatsUp Gold the Snmp-Sensoren
could be used with SnmpEyes too. SnmpEyes is aaepsoftware to monitor by usage the
sensors directly.

Example: Layout for monitorng a single Snmp-Device:

Example: Alternate layout for monitoring a singlengp-Device:

S\ =2 A | % Ee oo
) = - = @ e, e S,
== o : : >
2 268 e S - S Trms Tl wow T
» s .
Ides < > <o TN LG
System SID Crage. Tr-CPU .z :' "‘ & :J'\()—
an ™ T i e henw: e s
CPU-Usages (%) = vrga - = [ > 1
& wZ 2 e e Oh T A
14011805 1408 | e’ TR e ot A, e s
Disk-Usages (%) -::__‘»N ':'.{—,.___
ol i -
14021404 1407 = e i
=) Pm G Er G =
. Aemem o B (A S
, e =5 =8 &
200 3 RFC-Open g - u-;m Desiogi i ”
cessin .
®ie0z 1e0s 1e0s (DIl

Every of this objects works autonomous, every dhbfecealized by an own process. Every
process works independent from other processes@nthunicates via RFC with the
attached Snmp-System.
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Example: Layout for monitoring with more Snmp-Sysse

l:! SapEva POS

'JBEE 0956 1000 1004 | SapProdPog

RL =Sponse =

-
Time(s) T e = e o = = g =

[ sapTestPi0

7 | B SapEval P02

] SapProd Pog
i

On the left hand general information's like CPUiskDActivities or the number of Users are
presented via Graphics or Gauges.

On the right side a matrix organized by Snmp-Systand functions is shown. There are
three Snmp-Systems and functions like Cpu-Timesa Bant and so on.

Remarks:

- By Graphics, a single value is requested froohe&&nmp-System. The
values will be prepared and analysed

- By Gauges, a single value is requested andshow
- By Images the values of the sensors are arthbse presented by colours

All the sensors could be modified by size, layaud position during runtime. New sensors
could be added at any time. You are able to dggignown Dashboard.
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